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1.0

2.0

3.0

Information and Communications Technology (ICT) Policy

REVISION HISTORY

This ICT Policy is reviewed to ensure continuous relevance to the systems and processes that it describes
and a record of contextual additions or omissions is given below :

Ver.

No. Description of Change(s) Effective Date
1.0 This is a new Policy 22-FEB-21
2.0 Information on Data Security Incident has been added 3-JUL-22
2.1 General review of the policy 01-JUN-24

» Information about receiving, returning assets and asset disposal
» Information about encryption keys added
2.2 Review of the POL: 22-JUN-2026
» Addition of section: 4.4.1 Protection of Site Assets
» Review 4.9 Encryption keys
» Addition of limited/occasional personal use of work email account for
private purposes

INTRODUCTION AND PURPOSE

Novellas Healthcare operates as a high quality-service provider, with respect for the protection of all confidential

client, project and general data it processes for a certain purpose. Business information, along with information from
customers and partners, must be protected from unauthorized disclosure, theft, loss, destruction, alteration and the
denial of availability. The creation, use and communication of information is a critical element of our business
success. Data and information generated within Novellas Healthcare is considered part of its corporate asset and will
be appropriately protected.

SCOPE
This ICT-policy applies to all managers, employees, contractors and freelancers (“Staff”) of Novellas Healthcare and
its affiliates and is communicated to all staff, who use Novellas Healthcare IT facilities, throughout our organization

via regular communication and/or training.

IT facilities are provided to assist with day-to-day work. It is important that they are used responsibly, are not
abused, and that individuals understand the legal, professional and ethical obligations that apply to them.

GLOSSARY of TERMS
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IT Information Technology

Service Desk Service Desk providing ICT support for Novellas Healthcare

Staff All people working for Novellas Healthcare including Managing Partners,
managers and employees, contractors and freelancers

SPAM Slang name for Unsolicited Commercial Email (UCE; junk/bulk email)

Asset An asset is something of value owned by Novellas Healthcare and is provided on
loan to the Staff. Assets can be for example equipment, such as laptops and
phones

4.0 PROCEDURES
4.1  Assets received at onboarding

4.2

4.3

At onboarding, each member of Staff signs a loan agreement (“bruikleenovereenkomst”). This document specifies all
assets the Staff has received by the Office Manager. Depending on the Staff’s position, the assets provided may vary.
This loan agreement will be uploaded in the applicable HR database.

Note: Freelance workers may use their own laptops, provided they comply with the security standards defined by our
IT provider.

Authorization

No person is allowed to use the Novellas Healthcare IT facilities if they have not previously been authorized
to do so. Unauthorized access to IT facilities is prohibited and may result in either disciplinary action or criminal
prosecution in case of a criminal offense.

Password security

Access to Novellas Healthcare computer systems is secured by user passwords. Where possible, strong authentication
and password complexity must be enforced. As a general rule:

At least 8 characters—the more characters, the better

A mixture of both uppercase and lowercase letters

A mixture of letters and numbers

Inclusion of at least one special character, e.g., ! @ # ? ]

Should not have a link to the user (name, date of birth, etc...)

Should not contain a word that is listed in the dictionary

Should be changed a least every 180 days, without reuse of previous six (6) passwords.

ASANENENENENEN

Passwords must not, under any circumstances be given, or made available to others. If an IT user suspects their
password has been compromised, they must change it at once and report this to the service desk who will help to
reset the password where necessary.

To prevent unauthorized access to our systems, Staff are required to lock your computer each time they are away
from their office desk. For periods of absence of more than one hour, Staff are required to log off the system.
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4.4 Physical Information Technology Security

All mobile devices, property or no property of Novellas Healthcare, that are used to process, and store Novellas
Healthcare business information must be controlled, physically protected and must be appropriately secured to their
contents.

>
>

Mobile devices must be protected at all times.
Where the mobile device supports it, a security password must be enabled

Mobile devices should not be shared with other individuals to protect the business data access through the
device.

Mobile devices must never be left unattended in a public place, or in an unlocked house, or in a motor
vehicle, even if it is locked. Wherever possible they should be kept on the person or securely locked away

Mobile computer devices, when kept at the office desk when the owner is not working (eg overnight,
weekends) should be stored under lock.

Mobile devices should be carried as hand luggage when travelling by aircraft.

Business Information can also be stored on removable media (eg disks, tapes, USB devices,....) and removable
media shall be physically protected (eg kept in locked closet, or kept with the individual). Storage of business
information on removable media should however be avoided as much as possible. Whenever possible,
removable media should also be password protected.

Every reasonable effort should be made to ensure that Novellas Healthcare information is not compromised
through the use of mobile equipment in a public place. Screens displaying sensitive or critical information
should not be seen by unauthorized persons.

Loss of mobile device or the loss of removable media that contains business information must be reported
to the Line Manager and to the Service Desk (by phone) as soon as possible, but no later than 24 hours after
the detection of the loss (see also 4.10 Loss or Theft of Hardware or Data)

4.4.1 Protection of Site Assets

All Novellas Healthcare ICT assets located at company premises must be protected against unauthorized
access, theft, damage, or misuse.

The following measures apply:

v’ Servers, networking equipment, backup devices, and other critical ICT infrastructure must be located
in secure areas with restricted access limited to authorized personnel only.

v' Office premises must be secured outside working hours through appropriate controls such as locked
doors, alarms, or access badge systems where applicable.

v’ Staff must not leave laptops, mobile phones, removable media, or confidential documents
unattended in meeting rooms, common areas, or visible on desks overnight.

v’ Visitors, contractors, and third parties accessing Novellas Healthcare premises must be supervised
where they may have access to ICT assets or sensitive information.

v' Food and drinks should be kept away from ICT equipment where possible to reduce accidental
damage.

v' Any damage, malfunction, suspected tampering, or unauthorized removal of company assets must
be reported immediately to the Line Manager and Service Desk.

v' An up-to-date inventory of critical on-site ICT assets must be maintained by the Service Desk or
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4.5

4.6

designated responsible person.

These measures help ensure the confidentiality, integrity, and availability of Novellas Healthcare assets and

information systems.

File and Data Security

Sensitive, confidential, business critical data is often contained in files and folders stored on shared corporate file
systems. On the Novellas Healthcare system, permissions can be set on folders. These permissions grant or deny access
to the folders and the files contained in the folders. Novellas Healthcare management team is responsible to define

the permissions. The Service Desk is responsible for applying the requested security permissions.

Use of the Internet and Wifi

Internet access on a Novellas Healthcare IT facility should be used for professional and business purposes only.

The following list is not intended to be a definitive list, but sets out broad areas of use that Novellas Healthcare

considers to be acceptable use of the internet:

To provide communication within Novellas Healthcare via e-mail or the Novellas Healthcare website
To provide communication with other organizations for business-related purposes

For business related research

To distribute details regarding Novellas Healthcare meetings

To provide electronic methods of communication

Any other use that directly supports work-related functions

The following uses will in any case be considered as not acceptable:

Use for racial, sexual, homophobic or other harassment

Use of (non-educational) games

To solicit personal information with the intent of using such information to cause harm

Entering into a commitment on behalf of Novellas Healthcare (unless you have explicit permission to do this)
Visiting internet sites that contain obscene, hateful, pornographic or otherwise illegal material

Using the computer to perpetrate any form of fraud

Disrespecting the privacy and/or the intellectual property rights of third parties, including that of Novellas
Healthcare. It is in particular strictly prohibited to download commercial software or any copyright-protected
materials or content belonging to third parties, unless this download is covered or permitted under a commercial
agreement or other such license approved by Novellas Healthcare

Hacking

Publishing defamatory and/or knowingly false material about Novellas Healthcare, your colleagues and/or other
people on social networking sites, 'blogs' (online journals), 'wikis' and/or any other online publishing format
Revealing confidential information about Novellas Healthcare in a personal online posting, upload or transmission
including financial information and information relating to Employee and/or internal discussions

Introducing any form of malicious software into the network

To disrupt the work of other users. This includes the propagation of computer viruses and use of the Internet
Using the network in such a way that use of the network by other users is disrupted (for example: downloading
large files during peak usage times; sending mass e-mail messages)

Occasional private use of the internet shall be accepted only insofar this does not interfere with the proper
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4.7

4.8

performance of the tasks and/or services for Novellas Healthcare.

When connecting with an external Wifi-network, Staff has to make sure that the Wifi they are connecting with has at
least Advanced Encryption Standard (AES) with Wi-Fi Protected Access 2 (WPA2).

The IT Service provide will make sure the Wifi at Novellas Healthcare is secure and will be checked on an annual base
to make sure the wifi code has been changed and updated.

Good Practice

Where sensitive and confidential information needs to be sent via email for practical reasons, please be aware that
email is essentially a non-confidential means of communication. Emails can easily be forwarded or archived without
the original sender’s knowledge. They may be read by persons other than those they are intended for. Emails
containing confidential information should be handled with care and if possible, they should be password protected.

All Novellas Healthcare computers have a current and up to date automatic virus checker, however caution must be
used when opening any attachments or emails from unknown senders. Users must use their best endeavor to ensure
that any file downloaded from the internet is done from a reliable source. It is a disciplinary offence to disable the
virus checker. Any concerns about external emails, including files containing attachments, must be discussed with your
line manager or the Service Desk.

All computer devices connected to the Novellas Healthcare corporate network shall have anti-virus software correctly
installed, configured, activated, and updated with the latest version of virus definitions before or immediately upon
connection to the network.

Connecting an unprotected device to the Novellas Healthcare corporate network is prohibited.

The Novellas Healthcare wireless guest-network, which is an isolated network, can be used to connect uncontrolled
devices (for example a personal smartphone) to the internet.

Confidentiality and Security
4.8.1 Private e-mails

All Employees of Novellas Healthcare (exception: contractors and outsourced freelancers) have access to a
personal and/or general Novellas Healthcare e-mail account. The provisions in this Policy relate to both
individual and general e-mail accounts unless explicitly mentioned otherwise.

Employees should not communicate their Novellas Healthcare e-mail address to private contacts.

All professional e-mails should be sent from the Novellas Healthcare e-mail address to which employees have
lawfully received access by Novellas Healthcare. Employees are not allowed to use their private e-mail
account(s) for professional or business-related communication.

Limited/occasional personal use of work email account for private purposes is permitted provided that it does
not interfere with business activities, does not violate this policy or applicable laws and it does not introduce
security risks.

In view of the above, all files stored on the Novellas Healthcare ICT Systems or other Novellas Healthcare ICT
Equipment as well as all e-mails sent from or to employees Novellas Healthcare e-mail account will be treated
as professional files and/or e-mails and therefore fall within the category of electronic data with a
professional character. Consequently, all such files and messages may be monitored, accessed, processed
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and/or archived as such. Novellas Healthcare will limit its access to such files as well as the e-mails sent from
or to the employees Novellas Healthcare e-mail account to what is strictly necessary for the achievement of
the legitimate interests of Novellas Healthcare.

If, the monitoring of the use of the Novellas Healthcare ICT Systems reveals e-mails or files which contain
Personal Data, access by Novellas Healthcare shall not be unlawful, given the fact that Novellas Healthcare

may legitimately believe that all e-mails and documents contained in the Novellas Healthcare e-mail account
and ICT Systems are documents with a professional character.

4.8.2 Unauthorized use of e-mail

The following principles apply when using the Novellas Healthcare e-mail accounts:

. Forwarding confidential information is prohibited, except as explicitly authorized by Novellas
Healthcare or the owner of the confidential information in writing and on a need-to-know basis

. Attempts to send junk mail and chain letters are prohibited

. Unlawfully forwarding or copying information that is protected by another person’s (including Novellas
Healthcare’s) exclusive intellectual or other property right, such as copyrighted material, is prohibited

. Every user is responsible for all e-mail originating from their personal user ID (Novellas Healthcare e-
mail address)

. Attempts to read, delete, copy or modify the e-mail or the e-mail accounts of other users are

prohibited; unless

= (i) the user and Novellas Healthcare have been notified,
= (ii) the access to the emails is strictly limited to what is necessary to safeguard Novellas Healthcare’s
professional interests

4.8.3 After the termination of the contract with Novellas Healthcare

After the termination or expiration of your contract with Novellas Healthcare, the e-mails sent to your Novellas
Healthcare e-mail account need to be followed up in order to preserve Novellas Healthcare’s professional
interests and the continuance of operations and contact with customers, suppliers, etc.

Consequently, Novellas Healthcare will activate a temporary automated message in the “Out of Office assistant”
of your Novellas Healthcare e-mail account. During a reasonable period, Novellas Healthcare may also forward
the e-mails to another employee of Novellas Healthcare, in order to assure the follow-up. The “Out of Office”
reply will contain a message informing the sender thereof.

4.8.4 Returning assets at offboarding
At offboarding the Office Manager verifies if all assets, as indicated in the loan agreement and in possession of

the Staff, have been returned and signs for acknowledgment of the return of these assets. The signed document
will be uploaded in the database.

4.9 Hardware and Software

Hardware
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The Service Desk procures, configures, and supports Novellas Healthcare owned or controlled resources, such as, but
not limited to, desktops, laptops, servers and mobile devices. The Service Desk, while maintaining a base configuration
to hardware, may add additional hardware features to individual resources to meet the business needs of users. Users
are not allowed to add additional hardware features to Novellas Healthcare owned resources without prior approval
from Novellas Healthcare.

Software
The types of software applications that are used by all personnel will be selected by the Novellas Healthcare
management and supported by the Service Desk. Users are prohibited from installing unauthorized software on their
devices. The Service Desk should be contacted for support in case additional software is required for business
purposes.

Encryption Keys

All hard drives at Novellas Healthcare are encrypted through Microsoft Intune, and all physical devices are secured
with password protection. Encryption keys are centrally managed by Novellas Healthcare’s IT provider and stored in
Microsoft Entra ID. Access to these keys is restricted to authorized IT administrators with the required privileges. In
addition, users may access the recovery keys for their own devices through their personal Microsoft 365 account.

4.10 Loss or theft of hardware or data

All users issued with hardware must to be conscious of the security of the equipment and data
stored on it at all times.

In the unfortunate event that any device is lost or stolen, or in the event that passwords for cloud computing

have been compromised, the user must contact his line manager and the Service Desk (by phone) as soon as possible,
but no later than within 24 hours, and explain what has happened so measures can be taken to protect the systems.
This process is also in line with the GDPR rules: the Data Protection Officer will be informed immediately and an
assessment will be made on what information can be retained from the device, so security measures can be taken and
the Data Protection Authority can be warned as needed (see also section 4.11 on Data Security Incidents).

4.11 Information Security Incidents

There is a difference between an Information Security Incident and a Data Breach :

e Information Security Incident: A security event that compromises the integrity, confidentiality, or
availability of an information asset.

o Data Breach: is a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, Personal Data transmitted, stored, or otherwise processed in
connection with the purposes of Novellas Healthcare’s business.

Novellas Healthcare has a specific SOP explaining the actions required in case of a Data Breach (SOP-NH-
012).

Information Security Incidents should be reported immediately.
Examples of security incidents are:
=  Virus/malware on a production server

=  Compromised account (email, active directory, etc.)
= Stolen property that contains Novellas Healthcare data

= Strange network activity
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=  Major violation of one of the Information Technology Policies.

Information Security Incidents could be discovered by the IT Service Provider or by any Novellas Healthcare
Staff.

In the event of any actual or suspected security incident the IT Service Provider or the Novellas Healthcare
Staff shall:

v' Immediately, and in any event no later than 24 hours following discovery of such Information
Security Incident, inform the Service Desk and/or the Novellas Healthcare Management team.

v" Not make any statements or notifications about the Information Security Incident to any
individual who might be affected by the incident, the public or any third-party without Novellas
Healthcare prior written approval;

v" Investigation will be done whether the Information Security Incident actually composes a Data
Breach. The DPO can be involved in this investigation as required. In the latter case the process of
SOP-NH-12 will be followed.

The IT Service provider will :

v" Immediately take steps to investigate and mitigate the Information Security Incident, including all
such steps reasonably requested by Novellas Healthcare and, in conducting such investigation
and mitigation, Service Provider shall reasonably cooperate with Novellas Healthcare, including
by providing access to Service provider’s premises, books, logs and records to the extent
necessary to investigate and mitigate the Data Security Incident;

v' Take all remediation efforts required by applicable law or reasonably directed by Novellas
Healthcare;

v Provide Novellas Healthcare within 5 business days after the request a report (if requested by
Novellas Healthcare) that describes: (A) the nature and extent of the Information Security
Incident; (B) the Confidential Information (including separate identification of Personal
Information) affected; (C) supporting evidence, including system, network and application logs
related to the incident; (D) the investigative, corrective and remedial actions completed, and
planned to be completed (and the dates by which such actions will be completed) by Service
Provider; and an assessment of the Security impact to Novellas Healthcare.

More information on the steps taken by the IT Service Provider can be found in SOP-IT-002 and SOP-IT-004.

4.12 Net-Etiquette

The following general principles should be adopted, in as well as outside work premises and in professional as well
as private capacity:
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. Be polite. Avoid abusive language in messages to others
. Use appropriate language
. Remember that you are a representative of Novellas Healthcare and that you are using a

non-private network

4.13 Asset Disposal

All assets owned or used by Novellas Healthcare must be inventoried and identified for disposal when they reach the
end of life or are no longer needed. Before disposal, all electronic devices and storage media undergo thorough data
destruction to ensure that sensitive information is permanently erased. This includes:
v Securely wiping data from hard drives and other storage devices using industry-standard data erasure
software.
v' Data on physical media such as CDs, DVDs, and USB drives are destroyed by shredding or degaussing.
v" Removing and securely deleting all data from smartphones, tablets, other mobile devices and cloud.

All disposal activities are documented and recorded to maintain an audit trail and demonstrate compliance with
policies and regulations. Documentation includes:

v' Asset inventory records indicating the disposal of each asset, including its serial number, model, and
disposal method.

v Certificates of data erasure or destruction provided by our IT provider or service providers.
v" Any relevant compliance documentation required by regulatory authorities.

SIGNATURE PAGE

The signatures below certify that this ICT policy has been authorized and demonstrates that the signatories are
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aware of all the requirements contained herein and are committed to ensuring their provision

Date

Reviewed and Signed by

do. 21 mei 2026 15:57 CEST

Tom Torfs, General Manager

Date

Written, Reviewed and Signed by

Thu, May 21, 2026 3:20 PM CEST

Inge Wyns, Quality and Compliance Manager
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